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IlepeyeHb NPUHATHIX COKPALICHU I

B HACTOAIICM HOKYMCHTC IMMPUMCHCHBLI CJIICAYIOIINC COKpAIICHUA U YCJIIOBHBIC HAUMCHOBAHMA

Tepmun Pacumgposka
AC ABTOMaTU3UpPOBAHHAS CUCTEMA
ACY ABTOMaTH3MPOBAHHAS CUCTEMA YITPABJICHUS JTIOPOKHBIM JIBHIKEHUEM
b baza mannnix
BUC Buemnue nH(pOpMaIMoHHbIE CHCTEMBI
I'icC I'eonndopmarmonHas cucrema
I'OCT ['ocynapcTBeHHBIN HAIIMOHAIBHBIN CTaHIAPT
pivi| JlopoxHOe IBUKEHNE
JTII JlOpOKHO-TpaHCIIOPTHOE MTPOUCIIECTBUE
UTC HuTtennexTyalibHast TpaHCIOPTHAS CUCTEMA
HTOII HazeMHbIi1 TpaHCTIOPT 00111€T0 MOIB30BaAHUS
o4n Opranu3zanus TOpOKHOTO JIBUKCHUS
oC OnepanonHas cucrema
180101 [IpaBuiia HOPOKHOTO JBUKECHUS
10 [Tporpammuoe obecnieueHre
[Tonp3oBaTens JIno wnu  opraHuzanus, KOTOPOE HCHOJIB3YET JCHCTBYIOLIYIO
CUCTEMY JJIs1 BBITIOJTHEHHS] KOHKPETHOW (PyHKIUU
CYBI Cucrema yripasienust 6a30ii (0a3aMu) JaHHBIX
© TC TpaHcnopTHOE CPEACTBO
S
4ol
S
Qa
o
S
=
Q
Q
=
§
S
2
g
<
%
©
I
S
s
(]
™
m
®
g
©
4ol
S
R
S
=
Q
Q
=
S
Q
S
< Jluem
s HNHcTpykuusi aAMUHHCTPATOPA
< «10OPUC Kamepb» 4
U3m.| Jlucm Ne nokym. [Toan. Hama




1 OO01me cBegeHus 0 MporpamMme

[Iporpamma mpexacTaBisieT Cco00OH  BEO-NPHIIOKEHHE, peANTU3YIoNlee KIMEHT-CEPBEPHYIO
ApXUTEKTypy, U HMMEET MOJYJbHYIO CTPYKTYpY, YTO IIO3BOJIAET JOIOJIHATH W H3MEHSTh HAaOOp

(bYHKL[I/IOHaJ'IBHBIX MO,I[y.]'ICﬁ U KOMITIOHCHTOB 663 CYHICCTBCHHBIX U3MEHEHUN IIporpaMMHBIX KOIOB.
1.1 Ha3zna4yeHnue u mesim co31aHusi MIPOrpaMMbl

«JOPUC Kamepsl» HCHOAB3YIOTCS B  arjoMepauusx g yOpaBJICHHS  KaMepamu
BHJICOHAOTIOICHUS, YIO0OHOTO MPOCMOTpa BHUAEONOTOKa ¢ Kamep. [1O mo3BossieT mocMoTpeTh MecTa

pasMEICHUA KaMEP Ha KapTe arjioMepanuu U uX COCTOSAHUC B TeKyu.[HfI MOMCHT.
1.2  3agaum, yHKUMH AJMHHHUCTPATOPA U YPOBEHb €ro0 NOAr0TOBKH

B 3amaun agmunuctparopa CucTteMbl BXOJIUT 3aITyCK, SKCILTyaTalus U 00CIyKUBAaHUE pa3jena.
B ¢ynkuun agmMuHHCTpaTOpa BXOIUT:
- MOATOTOBKA MPOTPAMMHOTO M TEXHUYECKOT0 00eCIeUYeHUs K 3aImyCKYy;
- HAacCTpOlKa NEpPEMEHHBIM IMapaMeTpoB MPOrPaMMHOIO OOECIIEYEHHUs] CHCTEMBI B
COOTBETCTBHH C 3a/laHHBIMH XapaKTEPUCTUKAMU;
- BBEJICHUE HOPMATHBHO CIIPaBOYHON MH(pOpMALINU;
- 3aITyCK CUCTEMBI M IPUBEICHUE CHCTEMBI B pabodee COCTOSHUE;

- BCIACHUC y‘léTHHX 3amnycel noas30BaTelIel U YHPpaBJICHHUEC UMU;

®
IS
,§ - Ha3HAYEHHE MOJIb30BATEIISIM IIPaB JIOCTYTA;
Q
(&)
,§ — MPOBEPKa MPaBIIBHOCTH (PYHKIIMOHUPOBAHUS CUCTEMBI B YCIOBHSIX IKCILTyaTalluu y
o
= 3aKa34yuKa;

- yCTpaHeHHUe OMMOO0K (QYHKIIMOHUPOBAHUS CUCTEMBI Y 3aKa34MKa;
g
S — OMMCaHUs BO3MOXKHBIX TPOOJIEM WIM HENoNaJAoK (DYHKIMOHHUPOBAHHUS CHUCTEMBI,
(o]
(=]}
=2
¢ METOJIOB UX YCTPaHEHHS.
<

AJIMUHHCTpPATOp MOJDKEH oOecrneunBaTh HOpPMajibHOE (PYHKIIMOHUPOBAHHE TEXHUYECKHX U

2 MIPOTPaAaMMHBIX CPEJCTB CHUCTEMBI, COXPAaHHOCTh HaHHBIX Cucrtembl. Ero kpanmudukanus ToHKHA
(5]
5 O3BOJISITh:
s
@ o
K - CBOOOJTHO OPUEHTHUPOBATHCS B MPOTPAMMHO-TEXHHYECKOW IOKYMEHTAIIHH,

— o0nanaTh KOMIETEHIUSAMU CHCTeMHOTro ammuHucTpatopa UNIX-coBMecTHUMBIX
g cucreM ypoBHs He HIbke middle-advanced;
®©
o]
3 - CBOOOJTHO OPHUEHTHUPOBATHCS B CTAHIAPTHBIX BO3MOXKHOCTAX HCIMONb3yeMbix OC
(&)
S
r§ u CYB/I, nporokonax nepegayu JaHHBIX;
=

- BJIAJIETh CPEICTBAMH MOHUTOPUHTA CUCTEMBI;

_ - BIIQJIETh CPEJICTBAMU 3alIUTHl HHPOPMAIUY;
|~
S
S
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—  pabotaTh C apXUBaTOpPaMH, JUCKOBBIMU YTUIUTAMH, aHTUBUPYCHBIMU IIPOrpaMMaMu;

- OIpeNeNIATh UCTOUHUK cO0s pyHKImonupoBanus [10 u onuceIBaTh €ro.

1.3 IlepeyeHb JOKyMEHTAIIUN JJIS 03HAKOMJICHUSA

[lepen wawamoMm paboOThl aJIMUHUCTPATOpa C MPOTrpaMMON HEOOXOJUMO O3HAKOMUTHCA C

HaCTOAIIUM PYKOBOIICTBOM AJIMUHHUCTPATOpa U PYKOBOI[CTBOM IIOJIB30BaTECJIA.

1.4 CBeIleHl/lﬂ 0 TEXHUYIECCKHUX U ITPOTPAaMMHBIX CpeEACTBax

YcranoBka u paboTa nporpamMMmbl BO3MOKHA, Kak Ha (PU3MUECKOM CepBepe, Tak U B BUPTYaJIbHOM

OKPYKECHHH.

Jist paboThI IPOTpaMMBbI HUCIIOJIB3YETCSl KOMITbIOTEPBI 64-pa3psaHoil apxutexTypsl AMD/Intel.

[lepeuenr W ommMcaHWe TEXHUYCCKUX CPEACTB, MHHHMAIBHO - HEOOXOMUMBIX IS
(GYHKIIMOHUPOBAHUSI IPOTPaMMBI, TpuBeAE¢H B Tabnuna 1.
Taouauna 1. [lepeyeHb U onucanne TEXHUYECKUX CPEACTB
HaumeHnoBaHue 0oC TexHuueckue Ha3znauenne
pecypca XapaKTePUCTHKH
1 2 3 5
l. Cepsep BaseAlt Anbt Cepaep 10 HITY 8 sanep, CepBep npui10KeHUN
MPUIIOKEHU N 03V 6410,
€MKOCTB aucka 2 TO
2. Cepsep BaseAlt Anst Cepsep 10 HITY 8 snep, CYB/ nns 3anucu
g b1 (3anucs) 03VY 48 I'6,
§ éMKOCTh aucka 2 TO
3 3. Cepsep BaseAlt Anbt Cepgep 10 HITY 8 smep, CYB/ nns yreHus
S b/l (Urenue) 03VY 48T,
= eMKOCTh aucka 3 TO
S Kpome BaseAlt Anbt Cepsep 10 Ha cepBepax MoxkHO ucnoiab3oBath Red Os uiu Ubunu. [ponece
>
§ ycTaHoBKkH onucan /it BaseAlt Anbst Cepsep 10.
©
<
2 1.5 CocrtaB 0011€ro NPOrpaMMHOro odecrneyeHmst
5]
I
S
s Cepgepa 06a3 1aHHBIX:
- - Onepanunonnas cucrema BaseAlt Anpt CepBep Bepcun 10 unu 6onee mo3gHss, a
. Tax)ke BO3MOKHO ucrojb3oBannue Red Os wim Ubuntu;
£
S - CYB/]] Postgres 16.0 unu 601ee mo3aHss;
3
g —  Pacmmpenne PostGIS 3.0 nnu 6oee no3nHss;
o]
S — Pacmmpenue postgresql-contrib Bepcun, cooTBeTcTBYIOIIEH Postgres;
5
S
i HNHCcTpyKIIUA aIMUHUCTPATOPA Jluem
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CepBepa npuJIOKEeHHI:
- Omneparmonnas cuctema BaseAlt Anbt CepBep Bepcun 10 mnm Gonee mo3gHss, a
Tax)ke BO3MOKHO ucrojb3oBannue Red Os mwiu Ubuntu;
- Cucrema xonreitnepusanuu Docker 24 wnm Oosee mO3IHsS;

- Coopmuk kouTeitHepoB Docker-compose 2.0 win 6osiee mo3aHss.

PaGouee MmecTo agMUHHCTPATOPA:
OnepannoHHas cucreMa:
—  Windows Bepcus 7 u BblIIIIE;
—  Linux aucTpuOyTuBEI C SApOM BEPCHH 5 U BHIIIE,

—  macOS Bepcus 10.14 u Bblme.

Ha pabouem craniimy aqgMHUHHCTPATOPA TOJKHO OBITH IPEIYCTaHOBJICHO:
—  Slanexc Opaysep mocneaHss CTaOMIbHAs BEPCUS;
—  Google Chrome nocnenusisi crabuibHast BEPCHSL.
Hacrtpoiiku Opay3epa:
- Bce OJIOKMPOBIIUKH PEKJIaMBI B Opay3epe JOKHBI OBITh OTKITIOUYCHBI;
— B Opaysepe JODKEH OBbITh OTKIIIOUEH 3ampeT Ha OJIOKUPOBAHUE POP-UP.

JIoToJTHUTEIbHOE MPOrpaMMHOe o0ecredyeHne:

®©
E - MakeT OQUCHBIX MPOTPaMM C OJAEPHKKOMN 3JIEKTPOHHBIX TaOIHII.
S
Qa
S 1.6 NudopmanuonHoe odecneyeHune
g
XpaHeHue TaHHBIX OCYIIECTBIISIETCS PacIpeIesIeHO Ha cepBepax 0a3 JaHHBIX C HCIOJIb30BaHUEM
CYB/.
§
8 ba3bl nNaHHBIX JOJKHBI MEPUOJUYECKH apXUBHUpoBaThbcs IITaTHbIMM cpenctBamMu CYB/I.
2
%" ApXHMBHPOBaHHUE BBINOJHAETCS ABTOMAaTHYECKH IIPOLIECCOM Cron B COOTBETCTBUU C HACTPOMKH
onepauuoHHoil cucreMsl 1 CYB/I. Pe3epBHast Konusl AaHHBIX XPAHUTCS B OTAEIBHOM, yIalIEHHOM OT
%
¢ cepBepa MecTe.
S
3 KoHTponb JaHHBIX OCYIIECTBISETCS CHENUAIU3UPOBAHHBIM IPOrPaMMHBIM OO€ecIeueHueM
™
@ cepBepa 06a3 TaHHBIX B COOTBETCTBUU C JOKYMEHTAIUEH, IpuIaraeMoil Kk cepsepy.
BoccraHoBiieHHE JaHHBIX U3 PE3EPBHOM KOIUHU BBIITOJIHAETCS C UCIIOJIB30BAaHUEM IIPOTPAMMHOIO
©
E obecrieuenuss CYB/I.
S
8 OOHOBNIEHUE TaHHBIX BBIMOIHIETCS UCKIIOUYUTENBHO IITATHBIMU CPECTBAMHU CHCTEMBI.
5
Q
=
S
Q
s
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2 CTpykTypa nporpammasli

2.1 CocrtaB U GyHKIIMOHAIbHAS CTPYKTYPa NPOrpaMMBbl

C ucnonwszoBannem 110 «JIOPUC Kameps» peanusyroTcs cienyronme GyHKINH:
- 0TOOpakeHHE MECTOIOJIOKEHUS KaMep BUICOHAONIOCHU Ha KapTorpapuueckoin
MOJIJIO’KKE C BO3MOKHOCTBIO PEJTaKTUPOBAHUA U JOOABJICHUS Kamep;
- BBIBOJI KaMep BHUI€OHAOIIO/ICHUS B BUJIE CIIMCKA 3alHCel;

- BO3MOXHOCTDB ITPOCMOTpPAa BUACOIIOTOKA C BBI6paHHOfI KaM€pPhbI B p€aJiIbHOM BPpEMCHHU.
2.2 IIporpammHo-pyHKIHOHANBbHAA CTPYKTYpa CucreMbl

[TporpaMMHO-pyHKIIMOHANBHAST CTPYKTypa MPOrpaMMbl BKJIIOYAaeT B ce0s KOMIIOHEHTHI,

npezcraBieHHbie B Tabnuma 2.

Tadauua 2. [IporpammHabie KOMIIOHEHTBbI CHCTEMBbI

Ne KoMmnonenr BrinmosinsieMble aelicTBUS
1 2 3
1. Ha xapre —  BBIBOJ Ha KapTorpaduyecKoi MOII0KKe

MapKepoB Ha MECTE PACIOIOKEHUS KaMep;

—  BBIBOJl OOBEKTOB B BHJIE CIIUCKA 3aIIUCEH;

—  (uuabpTpanus crucKa 3anuceil 1 MapKepoB
00BEKTOB Ha KapTe;

—  MacmTabupoBaHuE U NEepeMEIeHIe KapThl;

—  TOJpOOHBINH MPOCMOTP apaMeTPOB BEIOpAHHON
KaMephbl;

— no0aBieHHe HOBOM KaMepsl;

—  NPOCMOTP BHJIEOMIOTOKA C KAMEPHI,

—  peJaKTHpOBaHME MapaMETPOB CYIIECTBYIONIETO
00BEKTa;
yJlaJleHue BIOPAaHHOTO O0BEKTA.

Peanuzyer ¢pynkuunto «Beion
00BEKTOB Ha KapTorpapuyecKoi
TIOJITOKKE.

2. Mopyan —  BbIOOp MHTEPECYIOUIETO CIIPAaBOYHUKA UITU

Peanmzyer dpynkuuto «Pabora c KaTajora,

KATaJoraMH 1 CIIPABOYHMKAMK» | —  BBIBOJ COICP)KAHMS CIPABOYHHKA B BUJIE CITHCKA
3anucei;

—  (upTpanus crimcka 3anmcei;

—  TOJpOOHBINH MPOCMOTP BHIOPaHHOM 3aIUCH;

— no0aBiieHHe HOBOM 3aMKCH B CIIPABOYHHK HIIN
KaTaJor;

—  peIaKTHPOBAaHHE MAapPaMETPOB BHIOPAHHOM
3aImcy;

—  yJaJICHHWe BBIOPaHHOM 3aIuCH.

HNHCcTpyKIIUA aIMUHUCTPATOPA Jluem
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3 YcranoBka nporpamMmmsl

3.1

Ucnonb3yembie

TUTSL

OKCILTyaTaluu

CHCTCMbI

TEXHHUYECCKUC

TpedoBaHus K ceTeBOMY B3aMMOACHCTBUIO

CpeacTBa

(mepcoHanbHbIE

KOMIIBIOTEPBI, CEpBepa, CUCTEMbl BUpTyaju3aluu, nepudepuiiHbie yCcTpoicTBa) IOKHBI OBITH

COBMECTHMBI MEX1y c000il 1 moaaepxuBath cereBoii mpotokosn TCP/IP.

HeoGxomuMo obecriednTh CBSA3HOCTh MEXAY KOMIIOHEHTaMH, OOECIeYMBAIOIIUMHU DPabOTy

CUCTEMBbI 0€3 IONOJTHUTENbHON QUIbTpaMK aJpecoB U MOPTOB.

[Ipu moakIrOYEeHUU YIAAIEHHBIX Pabo4YMX MECT JOHKHO Hcmoiib3oBathcsi VPN coennHeHHne B

paMKax MPUHATON B CETH 3aKa34MKa MOJUTUKH O€30MacCHOCTH.

3.2

Taoauna 3. TpeGoBaHnusi K ceppepam

TpeGoBanus K annmapaTHLIM H/MJIH BUPTYaJbHBIM CepBepaM

HNms cepBepa Ha3znauyenmue oC OcHoBHOE Texnuuyeckue Anpeca
1o XapaKTepUCTUKHU
1 5 2 3 4 5
1. Cepaep Cepaep BaseAlt Docker LIITY 8 sinep,
MIPUITOKEHU I MPUIIOKEHU N AnbT O3VY 64 16,
Cepsep €MKOCTb JTucKa 2
10 T6
2. Cepsep CYB/J nns BaseAlt PostgreSQL | LIITY 8 snep,
g b1 (3anucs) 3anucu AnbT O3VY 48 16,
§ Cepsep €MKOCTb JTucKa 2
8 10 T6
S 3. Cepsep CYB/ nns BaseAlt PostgreSQL | LIITY 8 snep,
= B/l (Urenue) YTEHUS AnbT O3V 48 T,
Cepsep €MKOCTh JucKa 3
_ 10 T6
S
o]
2 Kpome BaseAlt Anbt CepBep 10 Ha cepBepax MoxkHO ucnonszoBath Red Os unu Ubunu.
£
o 33 TpeboBanus k 001IEMy IPOrPaAMMHOMY 00ecCIeYeHUI0
©
E Cepgepa 06a3 1aHHBIX:
& - Omnepannonnas cucrema BaseAlt Anpt CepBep Bepcuu 10 mnm Gonee mo3nHss, a
TaKXe BO3MOKHO ncnosib3oanue Red Os min Ubuntu;
§ - CYB]] Postgres 16.0 unu 60ee mo3aHsis;
4ol
E - Pacmmpenue PostGIS 3.0 unu 6omee mo3ausis;
S
E - Pacmmpenue postgresql-contrib Bepcun, coorBeTcTByMOIEH Postgres;
§'
°E|
i HNHCcTpyKIIUA aIMUHUCTPATOPA Jluem
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lNodnuck u dama

UHe. Neoyén.

lo

B3zam. uHs.

lNodnuck u dama

WHa. Neroorn.

CepBepa npuJIOKEeHHI:

- Omnepammmonnast cuctema BaseAlt Anbt Ceppep Bepcun 10 wim Gosiee mo3mHsis, a

Tax)ke BO3MOKHO ucrojb3oBanne Red Os min Ubuntu;
- Cucrema xonreitnepusanuu Docker 24 wnm Oosee mO3IHsS;

- Coopmuk kouTeitHepoB Docker-compose 2.0 win 6osiee mo3aHss.

34 YcranoBka 11O

IIponecc ycranoBku I10 onucan st BaseAlt Anst Cepsep 10.
3.4.1 YcraHoBKa cepBepa 0a3 JaHHBIX

Bce neiicTBusI BRITONHAIOTCS Ha cepBepe 0a3 NaHHBIX.

34.1.1 YcranoBka CYB/] PostgreSQL (ot mosib30BaTesis root)

YcTaHoBka u HaCTPOﬁKa IMPOU3BOJUTCA B COOTBETCTBUU C I/IHCTPYKHHeﬁ

(https://docs.redcheck.ru/articles/#!redcheck-269/setup-postgresgl-linux-basealt/a/al):

1. OtkpeiTh TepMuHai, HaxxaB Ctrl + Alt + F2. ABTopu3oBaThCs MO 100t MOJIb30BATEIEM.

2. OOHoBuTh naketsl U ycraHoBUTh CYB/l PostgreSQL, BEIIOTHUB KOMaHY:

apt-get update

apt-get install —y postgresqll6 postgresqll6-server postgresqll6-contrib

3. Co3garh CUCTEMHBIE 0a3bl JAHHBIX:

/etc/init.d/postgresql initdb

4. 3amycTuTth cIy)O0y postgresql:

service postgresql start

YToObl MOCMOTPETH CTATYC CIYXKObI, MO’KHO UCIOJIb30BATh KOMAH/IY:

systemctl status postgresql

5. JHob6aButh ciry:x0y B aBTO3arpysKy:

systemctl enable postgresql

HNHcTpykuus aiMHUHUCTPaTOpa

«10OPUC Kamepb»
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https://docs.redcheck.ru/articles/#!redcheck-269/setup-postgresql-linux-basealt/a/a1

6. OTKpBITH TOCTYII IO CETH JIJIs1 CEPBEPOB, HA KOTOPBIX IJIaHUpyeTCs yctaHoBKa REST-
KOMITOHEHTA U CITY»0 ckaHupoBaHus U cuaxponu3amnuu RedCheck:

echo “listen_addresses = ‘<ip_CYB/[>’" >> /var/lib/pgsql/data/postgresql.conf

echo “host all <umsa noavzoeamens CYB/[> <umsa cemu/macka> md5” >>

Nvar/lib/pgsql/data/pg hba.conf

O0o3Hauenus:

<ip_CVYB/I> - [P-aapeca xocToB, Ha KOTOpbIX ycTaHoBiieHa CYB/I, ciryx0Obl
CKaHMPOBAHMUS, CITy>K0a CHHXpOHHU3AIMU U cepBepHbIi KomroHeHT RedCheck,
<umsi_0a3bl_JaHHBIX> — UM 0a3bl JaHHBIX, KOTOPas CO37AaeTCs MPH YCTAHOBKE
RedCheck (o ymomuanuto RedCheck),

<ums_noab3oBareiss_CYBJ/I> — uMs co3gaHHOTO paHee MoJIb30BaTes,
<uMs_ceTH/MacKa> — CeTh WU OJIUH aJpec, KoTopbiM paspernaercs goctyn k CYB/]. K
npumepy, 192.168.100.0/24 nnu 192.168.100.15/32;

UrtoObl y3HATH ip-aJpec yCTPOUCTBa, HCIONb3yiTe KoMaHay ip address.
7. llepesarpy3uts ciyx0y PostgreSQL:

service postgresql restart

8. Coszmath moyIb30BaTENs I aAMUHUCTpUpoBaHus b/1:

®
E psql -U postgres
S
Qa
E CREATE ROLE redcheck WITH PASSWORD <Ilaponv> LOGIN CREATEDB
(8]
= SUPERUSER;
§ O0o3HayeHun:
>
§ <IIaposas> - [1aposib 1715 cO31aBa€MOro MoJIb30BaTENS.
©
I
= 9. Coznatp 6a3y ganHbx 11 padotsl B RedCheck:
% createdb -U <umsa_nonvzosamenn> -0 <ums_nonrvzoeamena> <ums_bJ/[>
3
s
8 O0o3HauyeHnus:
< uMs_1N0Jb30BaTes > - VIMs U1 c031aBa€MOT0 MOJIb30BaTels,
. <ums_BJI> - NUms coznaBaemoit BJI.
S
©
3 10. 3aitns B 6a3y manubix RedCheck, n yctaHoBUTh pacmupenue A mudpoBanus pgerypto;
S
E psql —U redcheck —d RedCheck
g
S
i HNHCcTpyKIIUA aIMUHUCTPATOPA Jluem
S «1OPHUC Kamepbi» 11
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16:
1.

B PL/sql

CREATE EXTENSION IF NOT EXISTS pgcrypto;

11. Ilepe3anyctuts PostgreSQL

34.1.2

service postgresql restart

Ycranoska pacmupenust PostGIS

YcraHoBKa NpOU3BOJUTCS B COOTBETCTBUU C HHCTPYKLIHUEH:

https://postgis.net/docs/en/posteis installation.html

3.4.1.3

Hacrpoiika CYB/l PostgreSQL

st paboThl HEOOXOAMMO BBIMOJIHUTE ciieaytomue onepamuu no Hactpoiike CYBJ PostgreSQL

Buectu uzmenenus B ¢aiin postgresql.conf (/var/lib/pgsql/16/data/postgresql.conf):

a. OTKpbITh Gaiin JF00bIM TEKCTOBBIM PEIaKTOPOM.
b. Bxumrounts Tun mudpoBanus maposss mdS, ams  3TOro  JUIS  mapamMeTpa
«password_encryption» 3aaTh 3HaUeHUE «md5»:
#password_encryption = scram-sha-256 password_encryption = md5
o c. Pazpemuts cepBepy 0a3 JaHHBIX MPOCITYIIMBATH BXOJSIINE COCAUHEHUS C JAPYTUX
® .
N aJpecoB, It 3TOro /it mapamerpa «listen addresses» 3amaTh 3HaUeHHE «'*'»:
8
2 ;
S #listen _addresses = "localhost’
=
listen_addresses = "*'
§ d. VYBeamuuTh KOJIWYECTBO MaKCHMaIbHBIX moakaoueHnit K CYB/I, mis 3Toro n3MeHuTh
o]
(]] .
i 3HAYEHHE MapaMeTpa «max_connections» 10 500:
S :
#max_connections = 100
]} .
< max_connections = 500
g
S
3 e. CoxpaHHUTb U3MEHEHHUS U 3aKPbITh (aill.
™
Q .
2. Baectu m3menenus B ¢aiin pg_hba.conf (/var/lib/pgsql/13/data/pg_hba.conf):
: a. OTKpbITh ¢aitn TF0OBIM TEKCTOBBIM PEIaKTOPOM.
©
N b. Paspemmts aBTOpH3anuio ¢ mdS-mudpoBaHueM U3 MOACETH CEPBEPOB MPOTPAMMHOTO
8 koMmruiekca (X.X.X.0/24), nis aToro mpomnucath B (aitne:
=
Q
S host all  all XXX 0/24 md>5
S
Q
S
< Jlucm
. HNHcTpykuus aiMHUHUCTPaTOpa
< «1OPHUC Kamepbi» 12
U3m.| Jlucm Ne nokym. [Toan. Hama



https://postgis.net/docs/en/postgis_installation.html

Ipumeuanue: Heobxooumo 3amenums X.X.X.0/24 na noocems, u3 Komopotl ocywecmensiemcsi 00Cmyn
K basze oannwvix (cepsep B/ u cepsep npunoosicenuii cucmemst, kiuenmcekue APM, ¢ komopwix
Heobx00uM 00Cmyn 8 npoyecce 00CayxHcusanus cucmemvl, Hanpumep, APM aomunucmpamopa).
c. CoxpaHHUTb U3MEHEHHUS U 3aKPHITH (paiii.
3. Ilepesanmyctuts cepBuc CYBJL PostgreSQL, it 3TOro BBIOJHUTE KOMaHY:

service postgresql restatrt

YcranoBka napoJisi noJib30BaTesisi postgres

J1s ycTaHOBKM NapoJisi HEOOXOIUMO:

l. [lepexitounTh Ha MOJIB30BATENS postgres:
Su postgres

2. 3amyctuth 000s0uKy PostgreSQL:
psql

3. 3aznath MapoJib MOJIb30BATENS postgres:

ALTER ROLE postgres WITH PASSWORD '<Ilaponv nonv3osamena>';

Oo0o3Hauenuns:

< Hapo.m, moJib30BaTejig> - Haponb I10JIB30BAaTCJIA, KOTOpBIﬁ Hago 3agaTrb U

g 3alIOMHHTB, , TAK KaK OH MOHAI00uTCs 1pH JanbHeimei padore ¢ CYB/I.
S
S
3 4. Boiiitn u3 psql u obonouku monb3oBaTens postgres, i 3TOTO ABaXK/bl HaXaTb
=
Q
ks kimaBum CTRL+d.
3.4.2 YcraHoBKa cepBepa NPUJIOKEHHI
§
S Bce nelicTBHS BBINOJHSIOTCS HA CEpBEPE MPUIIOKEHUH.
2
g
< 34.2.1 Ycranoska Docker
g VYcraHoBKa MPOU3BOAUTCS B COOTBETCTBUM C MHCTPYKIIUEH:
© . .
3 https://docs.docker.com/engine/install
s
8
@ 3.4.2.2 Ycranoska docker-compose
VYcraHoBKa NPOU3BOAUTCS B COOTBETCTBUM C MHCTPYKILIUEH:
®
S . .
3 https://docs.docker.com/desktop/setup/install/linux/
S
R
S
=
Q
Q
S
S
Q
S
< Jluem
s HNHcTpykuus aiMHUHUCTPaTOpa
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https://docs.docker.com/engine/install
https://docs.docker.com/desktop/setup/install/linux/

lNodnuck u dama

UHe. Neoyén.

B3zam. uHs. Ne

lNodnuck u dama

WHa. Neroorn.

3.4.23

YcranoBka MHKPOCEPBHCOB

Jnis paboThl mporpaMMbl TpeOyeTCsl YCTaHOBHTH DA MHUKPOCEPBHCOB, IMEpPEYEHb KOTOPBIX

npuBenéH B Tabimia 4.

N3m.

Jlucm

Ne nokym.

[Toan.

Hama
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Tabauua 4. [lepeyeHb MUKPOCEPBHCOB

| No ‘ HasBanue HNwms ¢aiina ‘ ba3a naHHbIX ‘ Container name Image Networks Onucanue
l. its_passport pasport-master.tar.gz its_passport its-passport-fpm pasport its-passport VYuérHble 3anucu
HOJIb30BaTENEH
2. its_address address-master.tar.gz its_address its-address-fpm address its-address AIMUHHCTpATHBHOE
JereHre
3. its_menu menu-master.tar.gz its_menu its-menu-fpm menu its-menu MeHmo
4. its logging logging-master.tar.gz its logging its-logging-fpm logging its-logging Jloru
5. its_report report-master.tar.gz its_report its-report-fpm report its-report OTuéThl
6. its main main-master.tar.gz its main its-main-fpm main its-main O01mmue cepBUCHI
7. its storage storage-master.tar.gz its_storage its-storage-fpm storage its-storage JIOKyMEHTEI
8. its_organization organization- its_organization its-organization-fpm organization its-organization Opranuzanuu
master.tar.gz
9. its telegram bot telegram-master.tar.gz | its_telegram its-telegram-bot-fpm telegram its-telegram-bot Tenerpamm
10. | its video-cameras video-cameras- its_video-cameras its-video-cameras-fpm | video-cameras | its-video-cameras Kamepsr
B master.tar.gz BUICOHAOIIOICHUS




Jls1 Kaxk10ro MUKpOCepBHCa HaJ0 MPOU3BECTH MOCIIEI0BATEIbHOCTh JEHCTBUM, KOTOpast ONKUCAaHA
HITKE.

HpI/I 3TOM BMECTO TE€KCTa C MOAYEPKUMBAHUEM, 3aKIHOUYEHHOTO MEXAY CHUMBOJIaMU < U > HaJ0

BCTaBUTh MHGOpPMAIUIO U3 COOTBETCTByMomiero cronbma Tabmuua 4. [lpu 3tom cumBoibl < U >

YAAISIOTCS.

IHocienoBaTe ILHOCTD €iCTBUI NPH YCTAHOBKE KAa’K/J10Ir0 MUKPOCEPBHCA

1. PacnakoBats ¢aiin <Uwms daitna> ucnosb3ys KOMaHIY

tar -zxvf <Uwms daiina>

2. OtkpsorTh ci-src/dockerfiles/fpm/

3. 3amycTuTh KOMaHY:
docker build -t <Image> .

CxoMnunupyeTcs TIoKep KOHTEeHHep ¢ uMeHeM <[mage>.

4. B mupektopun c daitiiom docker-compose.yml momkeH sexarh ¢aiin KOHPUTYypanuud ¢

pacuIMpeHueM .env

g OtoT (hailn HaJO 3aMEHUTh COOTBETCTBYIOIIMM (haitinom, KoTopslii ocrasisercs Mcnonnurenem
®
4ol o
3 U BXOJUT B KOMIUIEKT (aitnos I10.
Qa
o
S o
g Jl1s KonMpoBaHUA ¢ 3aMEHOM MOKHO IPUMEHUTh KOMaHly':
=
cp -f <konupyemviii hatin> <nyms K nanke Ha3HA4eHus>
g
§ 5. 3anyctuts uepe3 docker-compose.yml koman0#
©
<
docker-compose up -d
%
g’ (KOTOPBIH JIEKUT TaK K€ B KAXKJI0M PENO3UTapUU B MATIKE Cl-SIC)
3
Q IIpumep docker-compose.yml:
version: '3.4'
® .
£ services:
3 fpm:
g container name: <Container_name>
= . = T
§ image: </mage>
restart: unless-stopped
env_file:
S
Q
=
2 1
> PykoBoacTBO agMuHMCTPaTOPa ucm
I
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- .env
volumes:
- './storage:/var/www/storage'
ports:
- <Ports>
networks:
- <Networks>

networks:
<Networks>:

6. TpeOyeTcs 3amyCTUTh MUTPALUU KOMaHIOM:

docker exec -it <Container_name> bash -c "php artisan migrate --force"

lNodnuck u dama

UHe. Neoyén.

B3zam. uHs. Ne

lNodnuck u dama

WHa. Neroorn.

N3m.

Jlucm

Ne nokym.

[Toan.
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lNodnuck u dama

UHe. Neoyén.

B3zam. uHs. Ne

lNodnuck u dama

WHa. Neroorn.

4  Hacrpoiika nporpaMmmsl

4.1 3anoJiHeHUe CIPAaBOYHMKA KaMep BUI€0OHA0II0IeHUs

s HopmanbsHoro pyHkunonuposanus 110 tpebyercs 3anonHnenue cnpaBouynuka «Kamepsl
BUJICOHAOIIOICHUS», BUIEOTIOTOK C KOTOPBIX MPOCMATPUBAETCSA MOJIb30BATEISIMH.

st paboThI ¢ 3TUM CIPABOYHMKOM HaI0 B paszjaene «Kamepbl BUACOHAOIIONECHUS» OTKPHITH
noapazaen «Moaynu» U BoUTH Ha cTpanuily «Kamepol Bumeonabmonenus». B 3ToM cripaBouHHKe
TpeOyeTcss MPOCMOTPETh YK€ WMEIOIIHECS Kamepbl, U MPU HEOOXOIUMOCTH OTPEIAKTHUPOBATH HX
CITUCOK.

JlonomHeHne 3TOTO CIIPAaBOYHMKA BO3MOYKHO U BO BpeMs paboThl CHCTEMBI.

PykoBoACTBO aAMHHHUCTpAaTOpa Jluem

N3m.
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lNodnuck u dama

UHe. Neoyén.

B3zam. uHs. Ne

lNodnuck u dama

WHa. Neroorn.

IIpoBepka nmporpammel

B sTOM myHKTE Onucana mpoBepKa MporpaMMbl B paMKax padoTocrnocoOHoi CHCTeMBl.

Taouauna S. [leiicTBus 10 npoBepke GQYHKIIMOHUPOBAHMS IPOTPAMMBbI

BUICOHAOIIONEHUSD)

Ne JeiictBHe O:xupnaeMblii pe3yabTaT

1. B anpecHnoii crpoke O6paysepa BBectd | OTKpblIach BXOAHASA CTpaHHUIA ¢ POPMOit
azipec, 10 KOTOPOMY PacIojaraeTcs aBTOPH3ALMH.

I10.

2. Beectu norun u napois, koropsie He | Bxon B Cucremy He BbInoaHeH. OTKpPBUIOCH

3apeructTpupoBansl B Cucreme. npenynpexaeHue «HenpaBuiabHbIN JOTMH WU
naposb». Ha cTpanuiie moBTOPHO OTKPbLIACH
(opma BxoJia ¢ IpeayIpeKaACHUEM O
HEIPaBUJILHOM JIOTUHE WJIU TapoJie.

3. BBectu n0ruH 1 naposib Bxon nosp3oBaresns ¢ mpaBaMu
N0JIb30BaTes, 001aJar0Iero aJAMHMHHCTpATOpa MPOU30ILIEN YCIELIHO.
[IpaBaMH aIMUHUCTPATOPA. OTkpbUIaCh CTApPTOBAs CTPAHULIA.

4. IIepenitu B paznen «Kamepst 3arpy3unace crpanuna «Kamepsl
BUJICOHAOIIOACHUSA» U OTKPBITh BUICOHAOM0IeHUs». B n1eBoii yactu paboueit
cTpanuny «Kapts». 00J1aCTH BBIBE/IEH CIIMCOK 3apEerMCTPUPOBAHHBIX

KaMep, a B IpaBoil — MapKepbl KaMep Ha KapTe.

5. OTkpbITh cTpanuly «Kamepsl 3arpy3unace crpanuna «Kamepsl

BUJICOHAOIIOACHU». B pabodeii oOactu
BBIBE/ICH CITUCOK 3aliCcel ¢ Kamepami,
3apEruCTPUPOBAHHBIMHE B pa3felie.

OKNJAaCMOTI0 pe3yJjibTaTa, IPOBCPKY MPOTpaAMMBI MOKHO CUUTATDh YCIICIIHO HpOfII[CHHOﬁ.

HpI/I YCIICHIHOM BBITTIOJIHCHUH ﬂeﬁCTBHﬁ, OIIMCAaHHBbIX B CTOJ'I6I_IC ((I[eﬁCTBHH>> " TOJIyUYCHUU

N3m.

Jlucm

Ne nokym. [Toan. Hama
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lNodnuck u dama

UHe. Neoyén.

B3zam. uHs. Ne

lNodnuck u dama

WHa. Neroorn.

6  ABapuiiHble CUTYallUH U CIIOCOOBI UX YCTPAHEHUA

6.1  [leiicTBMS CHCTEMHOI0 a/IMMHUCTPATOPA M0 YCTPAHEHUIO ABAPUITHBIX

CUTYyaU Ui

[Tporpamma oGecriedrBaeT BOCCTAHOBJICHHUE CBOUX (DYHKIUI ITPH BOZHUKHOBEHUH CJIETYFOIINX

HEIITaTHBIX CUTYallU:
— 1mpu c0OSX B CHUCTEME OJJIEKTPOCHAOXKEHHs anmapaTHOH 4YacTH, NPHBOISAIIUX K
nepesarpyske OC:
. COoii sHEprocHaOXKEHHS cepBepa:
* pH(OpMAaIUsI BOCCTaHABIMUBaETCs ¢ MOMeHTa cOos cpeactBamu OC u B/I.
TpeOyercs MOBTOpHOE coelMHEHHE pabouMX CTAaHIUI C CepBEpOM IpHU
BXoJle B pasnen. llpu sSToM TepsloTcS HECOXpaHEHHBbIE [aHHBIE,
MMEIOIIMECs] B TEKYIIMH MOMEHT Ha palboumx cTaHuuax. B ciydae
HEBO3MOXKHOCTH 3aIlyCKa CepBepa WM HCIOJIb30BaHUS 0a3bl NAaHHBIX,
JaHHBIE TPOrPaMMBbl BOCCTAHABIUBAIOTCS U3 PE3EPBHOI KOIUU.
. COoii sHEprocHaOXKEeHHS 00ECIICYCHUS CETH:
= [Iporpamma octaércs HepabOTOCIIOCOOHOW 1O BOCCTAaHOBIICHUS
HOPMaJIbHOTO (bYHKIIMOHUPOBAHUSA CETH. Boccranosnenue
paboTocrnocoOHOCTH IIPOU3BOJIUTCS yCTpOMCTBaMH,
o0ecnieunBaOIIUMU paboTy ceTu. B HEKOTOpbIX ciiydasx Tpedyercs
MIPUBJICYEHUE a]MUHUCTPATOPA CETH.
o Co6oit sHeprocHabxeHus paboueil craHIMU:
" BCE HECOXpAaHEHHble JaHHble paldoyeil CTaHUMU TepsoTCI U
BOCCTAHOBJICHMIO HE TIOJUIeXkaT, Ha cepBepe obecrneynBaercs
COXpaHeHHE IEIOCTHOCTU MJaHHBIX. [l mpopoinkeHus paboThl Ha
paboueii ctanuu TpebyeTcs nepesarpys3ka opaysepa.

[TporpamMHoe oOecrieueHre 00ecrieunBalOT BOCCTAHOBIEHUE CBOMX (YHKUUI NpU
BO3HMKHOBEHUH COOEB B CHCTEME 3JIEKTPOCHAOKEHHS aNapaTHON YacTh, MPUBOIAIINX K
niepe3arpy3Ke oneparuoHHON CHCTEMBI.

—  mpu ommbOKax B paboTe annapaTHBIX CPEACTB (KpoMe YCTPONUCTB XpaHEHUs TaHHBIX U
IPOrpaMMHBIX OIIMOOK), BOCCTAHOBJIEHUE (PYHKIMU pazjiena Bo3naraercs Ha OC:
. [Tonomka cepsepa:
" B 3aBUCHUMOCTH OT THIIA TIOJOMKH TpeOyeTcs ee YCTpaHeHHE B

COOTBETCTBUU C YCIOBUSIMHU OKCIUTyaTallud OOOpYIOBaHUS, TpU

PykoBoACTBO aAMHHHUCTpAaTOpa Jluem
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lNodnuck u dama

UHe. Neoyén.

B3zam. uHs. Ne

lNodnuck u dama

WHa. Neroorn.

MOBPEXICHUH HOCUTENEH JaHHBIX MPOU3BOAMUTCS BOCCTAHOBIIEHHUE U3
PE3EPBHOM KOIIHUHU.
[ToniomMKa KITMEHTCKOTO KOMITbIOTEpa:

" BCe HECOXpaHEHHBIC JaHHbIE B OKHEe Opay3epa TepsloTCs U
BOCCTAHOBJICHHIO HE MOJUIeXkAT, Ha CepBepe 00ECIeUunBaeTCsl COXpaHEHUE
LEJIOCTHOCTU JaHHBIX. [locme pemMoHTa WM 3aMeHbl KIHMEHTCKOTO
KOMITbIOTEpa paboTa MOXKET OBITh MPOJOIKEHA B ITATHOM PEXHME.

ITonomka ceru:

» [Iporpamma octaércsi HepaOOTOCIIOCOOHOW O BOCCTAHOBJICHHUS
HOPMaThHOTO (DYHKIIMOHUPOBAHUS CETH.

" mpu omuOKax, CBSI3aHHBIX C MporpaMMHbIM obOecniedyennem (OC u
IpaiiBeppl ~ yCTPOMCTB), = BOCCTAHOBJIIEHHE  PAOOTOCHOCOOHOCTH
Bosznaraercs Ha OC.

Kputnueckue omubku mporpammbel. He BbIABICHHBIE TpU OTIaAKE U
WCIIBITAaHUH.

"  YCTPaAHSIOTCS Pa3pabOTUYNKAMU CUCTEMBI B TCUCHUU 36 4acoB.

[Ipoune ommOku. He BIsIBICHHBIE IPU OTIA/IKE U UCIIBITAHUU TPOTPAMMBI.

"  YCTpaHSIOTCS pa3padOTYMKaMU CUCTEMBI B TEUEHUU 6 pabounx JTHEH.

PykoBoACTBO aAMHHHUCTpAaTOpa Jluem

N3m.

Jlucm

Ne nokym.

[Toan.

«1OPHUC Kamepbi» 21

Hama




lNodnuck u dama

UHe. Neoyén.

B3zam. uHs. Ne

lNodnuck u dama

WHa. Neroorn.

7

MeponpusiTusi o TeKyiemMy 00CJIy:KUBAHUIO IPOTrPaAMMBbI

Tekymiee oOCiIy)KMBaHHWE NPOrPAMMBbI B IPOIECCE AIKCIUTyaTallMd ONPEACIACTCS MepedHEeM

MEPUOANYECKUX MPOPUITAKTHUECKUX PadOT, TOPSAKOM pabOT MO 3aMOIHEHUIO U KOPPEKITUU HCXOTHBIX

JaHHBIX 00 oOBeKkTax 3aKazuyuka U PErIaMeHTOM PEMOHTHBIX pa60T. HepeqncneHHHe JOKYMCHTBI

paBpa6aTbIBaIOTC$I 3dKa34YMuKOM.

N3m.

Jlucm

Ne nokym.

[Toan.

Hama
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lNodnuck u dama

UHe. Neoyén.

lo

B3zam. uHs.

lNodnuck u dama

WHa. Neroorn.

8 IlepeyeHb IKCIIIYaTAIMOHHON JOKYMEHTALIMH

[lepeueHb OKCITyaTAallMOHHONW JOKYMEHTAIlMU, C KOTOPBIMH HEOOXOJWMO O3HAKOMHUTHCS

aJMUHUCTPATOPY:

- PykoBoactBo nons3osatens JJOPUC Kamepsr;

- Hacrosiee pykoBoactBo: «PykoBoacTBo anmunuctparopa JOPUC Kamepsr.

PykoBoACTBO aAMHHHUCTpAaTOpa Jluem

N3m.

Jlucm
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